MAMSITKA
JUIA OBYYAIO X CS1 OB UHPOPMALIMOHHOI1 BE3OIIACHOCTH
JNETEM

HEJIb341

1. BeceMm moapsin coo01IaTh CBOIO YacTHYIO HHPOPMAIIUIO (HacTOsIIIME UM, paMIuio, TenedoH,
aJipec, HOMep MIKOIIBL, a Takke GoTorpaduu cBOM, CBOSH CEMbH U ApYy3ei);

2. OTKpBIBAaThH BIOKEHHBIE (haifJIbl SJEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIIS;
3. I'py6uTtsh, mpuanpaThCsi, OKa3bIBaTh JaBJIEHNE — BECTH ce0sl HEBEKIIMBO U arpecCUBHO;

4. He pacniopsixkaiicst ieHbraMu TBOEH ceMbM 0€3 paspelleHus CTapIinuX - BCeraa clipaliyuBai
ponuTenei;

5. He Berpeudaiics ¢ IHTEpHET-3HAKOMBIMY B PEAJIBHOM JKM3HU - IOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY J10BEPSCIIb.

OCTOPOXHO

1. He Bce mumyT npasay. Yurtaens o cede HenpaBay B MIHTepHETE — cO00IIHM 00 3TOM CBOUM
POAUTEIIAM UJIKM OIICKYHAM;

2. l[purnamaroT nepenuchlBaThCs, UTPaTh, 0OMEHUBATHCA - IPOBEPH, HET JIU MOIBOXA;
3. HezakonHOe KonmpoBaHue ¢aiino B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIBIM O MPodieMax B CETH - OHU BCEr/ia TOMOTYT;

5. Vcnionb3yi HacTpOHKU OE€30MaCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPATH CBOM AKKAYHTHI B
COILICETAX U APYIHX MOopTajax.

MOXHO

1. YBaxaii Ipyrux noiab30BaTeseH;

2. Ilonp3yenbest THTEpHET-MCTOYHUKOM - [I€JIald CCBUIKY HA HETO;
3. OTKpbIBaii TOJNBKO TE€ CCBUIKU, B KOTOPBIX YBEPEH;

4. O01mAaThCs 32 TOMOIIIBIO B3POCIBIM - POAUTEINH, ONIEKYHBI M aIMUHUCTpAIUs CATOB BCETAa
IIOMOT'YT;

5. Ipotian oOy4eHue Ha caifte «CeTeBUYOK» | MOTyYr MacnopT HU(poBoro rpaxxkaaHuHal
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NHOPOPMALIMOHHASA IMTAMSATKA JJIA OBYYAIOIINXCA

C xaabIM roI0M MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IKOJIbHUKU OJHHU U3 CaMbIX
aKTHUBHBIX MoJb30BaTenel Pynera. Mexy TeM, HOMUMO OTPOMHOIO KOJM4ECTBA
BO3MOXKHOCTEH, HHTEPHET HEeCeT U Mpo0IeMbl. JTa MaMsATKa J0JKHA IOMOYb TeOe 0e30IacHO
HaXOJIUTHCS B CETH.

KomMmnberoTepHbie BUpPYyCBhI

KomnbroTepHsblil BUPYC - 3TO pa3HOBUAHOCTb KOMITBIOTEPHBIX IPOTrpamMM, OTIIMYUTENILHOM
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pa3MHOKEHUIO. B fononHeHue k 3Tomy,
BUPYChI MOT'YT IIOBPEIUTh UJIH MOJIHOCTBIO YHUUTOXKUTh BCE (Dallyibl U JaHHBIE,
HOAKOHTPOJIbHBIE 10JIB30BATENI0, OT MMEHU KOTOPOTro ObliIa 3aIlylieHa 3apakEHHAs IporpaMMa,
a TakXKe MOBPEAUTH UJIM Ja)Ke YHUUTOXKUTh OIEPAl[MOHHYIO CUCTEMY CO BCceMH (hailiamu B
1esnoM. B OonbHIMHCTBE CllydaeB pacpoCTPaHsIIOTCS BUPYChl YEPE3 HHTEPHET.

MeTonbl 3alIUThHl OT BPCIOHOCHBIX IIPpOrpaMMm:

1. Ucnionb3yil COBpEMEHHBIE OIIEPALIMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBII YPOBEHD 3aIIUTHI
OT BPEIOHOCHBIX IIPOrpamm;

2. IlocrossHHO ycTaHaBnMBai nmayTH (UG pPOBbIE 3aIIaTKH, KOTOPble aBTOMAaTHUYECKU
YCTaHABIMBAIOTCS C LIETIBI0 JOPAaOTKH MIPOrpaMMBbl) U Apyrue oOHOBJIEHUS CBOEH OmepalnoOHHON
cuctembl. CKaunBaii UX TOJIBKO ¢ OpHUIIMATIBHOTO caiiTa pa3padotunka OC. Ecnu cymectByeT
PEKUM aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIOUYH €T0;

3. PabOoTaii Ha cBoeM KOMIIBIOTCPC OO ITpaBaMH I10JIb30BATCJIsL, 4 HC aIMUHUCTPATOPA. 9T10 HE
IIO3BOJIUT 6OJ'H>I_HI/IHCTBy BPCAOHOCHBIX MMPOI'paMM HUHCTAJIJIMPOBATLCA HA TBOCM IICPCOHAILHOM

KOMITBIOTEPE;

4. Vcnonb3yil aHTUBHPYCHBIE MPOrPaMMHBIE IIPOAYKTHI U3BECTHBIX MMPOU3BOIUTENECH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GU3NYECKUI TOCTYI K KOMIBIOTEPY AJI1 HOCTOPOHHUX JIMLL;

6. Mcronp3yii BHEIIHUE HOCUTENN HH(GOpMAIUH, TaKhe Kak (JielKka, JUCK Hiu (ailn u3
UHTEpHETA, TOJIKO U3 NPO(EpPEHHBIX HCTOUHUKOB;

7. He oTKpbIBait KOMIBIOTEPHBIE (halijIbl, TOTyYEHHBIC U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxe Te
(haiibl, KOTOPBIE MPHCIIA TBOM 3HAKOMBIN. JIydille yTOYHU y HETO, OTIIPABJISII JIU OH TEOE UX.

Cetu WI-FI

Wi-Fi - 510 He BU Iepeaayuun TaHHBIX, HE TEXHOJIOTHS, a BCEro ML Open 1, mapka. Eme B 1991
roJly HUJIepIaHAcKas KoMmanus 3aperucrpuponana opena « WECAy, uro o603Hauano
cnoBocoueranue « Wireless Fidelity», koTopblil mepeBoanuTcs Kak «OeCpoBOJHAS TOYHOCThY.



Jlo Hamiero BpeMeHu Jloluia Apyras abOpeBuarypa, KOTopast SBJIseTCs TAKOM e TeXHOJIOrHeH.
Jt10 abOpeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLIO TaHO C HAMEKOM Ha CTAHAPT BBHICIIUN
3BykoBoil TexHuku Hi-Fi, uTo B mepeBojie 03HauaeT «BbICOKASI TOUHOCTHY.

Jla, OecriaTHBIM MHTEPHET-A0CTYII B Kade, OTEIIAX B adpOoIopTax SBJSETCS OTIIMYHOM
BO3MOXHOCTBIO BBIXOJIa B UHTEpHET. HOo MHOTHE SKCIIEePTHI CYUTAIOT, UTO 001IeA0CcTymHbIE Wi-
Fi cetu He sBnsitoTCS O€30MACHBIMH.

CoeTbl 110 Oe30macHOCTH paboTe B 001e 0CTYHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro muuHyt0 HHpopmanuio uepe3 obuienocrynuasie Wi-Fi cetu. Pabotas B
HUX, )K€JIaTeIbHO HEe BBOJUThH NAPOJIU JOCTYIIA, JOTMHBI U KaKUe-TO HOMEPA;

2. Ucnonp3yit 1 0OHOBIAN aHTUBUPYCHBIE IPOrpaMMbl M OpaHaMayep. TeM caMbIM ThI
obe3omnacHilb ceds OT 3aKauKH BUpyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otkmoun ¢yHkImio «O0uwmit 1octym K (aidiaM 1 TpUHTEPaM.
JlaHHast GyHKIMS 3aKphITa IO YMOJIYaHHIO, OJTHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT €€
JUTs y100CTBa UCIIOTB30BaHUS B paboTe UK yueOe;

4. He ucnionb3yii nyoamunsii WI-FI nist nepeaaun TM4YHBIX TaHHBIX, HAIPUMED JJI BBIXOZA B
COLlMaJIbHBIE CETU UM B JIEKTPOHHYIO IIOUTY;

5. Nnonb3yii Tonpko 3amuiieHHoe coequnenue uepe3s HTTPS, a ue HTTP, T.e. npu Habope Be6-
aapeca BBoau UMEeHHO «https://»;

6. B moOunbHOM Tenedone otkmoun pynkuuio «Ilonkmouenue k Wi-Fi aBTomatuuecku». He
JIOITYCKail aBTOMAaTH4€CKOT'0 MOAKIIOUEHUS YCTporcTBa K ceTsiMm Wi-Fi 6e3 TBoero cormacus.

CoruaapHbIe CETH

CounanbHble CETH aKTUBHO BXOJAT B HAIly KU3Hb, MHOTHE JIIOU paboTalOT U )KUBYT TaM
IIOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MIILIHap Y€JIOBEK, YTO SABJIAETCS OAHON
CelbMOM BceX jkHUTesel MIaHeTsl. MHOT1e mojib30BaTe He IOHUMAIOT, 4YTO HH(OopMaIus,
pa3MelleHHas UM B COLUAJIbHBIX CETSIX, MOXKET ObITh HaliZieHa U MCI0JIb30BaHa KEM YIOJHO, B
TOM 4HCJIe He 0043aTeIbHO ¢ OJJariMU HaMEPEHUSIMH.

OCHOBHEIE COBETEHI 110 0€30I1aCHOCTU B COMAJIBHBIX CCTAX!

1. Orpanuyb CrUCoK Jpy3eil. Y Te0s B Ipy3bsAxX HE JTODKHO OBITh CIIy4alHBIX U HE3HAKOMBIX
JIIoJIeH;

2. 3amuiiaii cBOI0 4acTHYIO ku3Hb. He ykasbiBail maponu, TenedoHbl, ajipeca, 1aTy TBOETO
POXKICHUS U APYTYIO JIUYHYIO UH(POPMALHIO. 3II0yMBIIUICHHUKH MOTYT UCIOJIb30BaTh JaKe
MH(OPMAITUIO O TOM, KaK Thl M TBOM POAMUTEINH ILNIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3ammimai CBOIO permyTaluio - AEpKH €€ B YUCTOTE H 3a/1aBaii cebe BOMpoc: XOTel Obl ThI,
YTOOBI JIpyTHe MOJIb30BATENN BUIEIH, UTO ThI 3arpyskaemib? [logymail, mpexae uem 4To-To
onyOJIMKOBAaTh, HAMIUCATh U 3aTPy3UTh;

4. Ecau Tl TOBOPHIIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE PEabHOE UMS U
APYTYI0 TUYHYI0 HH(POPMALIMU: UMSI, MECTO KUTEIHCTBA, MECTO y4eObl U IIPOUee;



5. N30eraii pa3menienus ¢ororpaduii B UHTEpHETE, 1€ ThI H300pa’keH HA MECTHOCTH, 110
KOTOPOH MOKHO OIPENEIUTh TBOE MECTOIIOJIOKEHHUE;

6. IIpu peructpaiiuu B COIUATBHON CETH HEOOXOUMO HCIIOJIb30BATh CIOKHBIE TTApOJIH,
cocrosmye U3 OyKB U (P ¥ ¢ KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Ans couuanbHOM CeTH, MOYTHI U IPYTUX CAUTOB HEOOXOIMMO UCIOIb30BATh PA3HBIE MAPOIIH.
Toraa ecnu T€0s B3JIOMAIOT, TO 3J0YMBIIIEHHUKH MOJy4YaT JOCTYI TOJBKO K OJJHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHBI'U

DNEeKTPOHHBIE AEHBI'M — 3TO OYEHb YAOOHBIN COCO0 MiIaTeKel, 0JJHAKO CYIIECTBYIOT
MOILIEHHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TU AEHBIH.

3H€KTpOHHLIe JACHBI'Y IMMTOABHUIJINCH COBCEM HCAAaBHO U UMCHHO HM3-3a 3TOIr0 BO MHOI'X
rocyaapcTBax 10 CUX IMOP HE PO CAHO ITPO HUX B 3aKOHAX.

B Poccuu xe oHu (DyHKIIMOHUPYIOT U O HUX YK€ IIPOIMCAHO B 3aKOHE, /1€ UX Pa3/AeioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3HuIa B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcs IpoBOAUTD onepanuu 0e3 naeHTU(PUKAINY 110J1b30BaTeNs, a B
HEaHOHHUMHBIX UJICHTU(UKAIMH [10JIb30BaTENs SBJIAETCS 0043aTeIbHOM.

Takoke ciemyeT pa3nuyath HJIEKTPOHHBIC (PMATHBIC ICHBIH (PAaBHBI TOCYJAPCTBEHHBIM BaJIFOTaM)
U 3JIEKTPOHHBIE He(uaTHbIE AE€HbIU (HE PaBHBI T'OCYIapPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 0e30MacHOi paboTe ¢ 3JIEKTPOHHBIMH JIeHbraMu:

1. [TpuBsixu K cueTy MOOUIBHBIN TenedoH. DTo caMblil yIOOHBIH U OBICTPHI CIIOCO0
BOCCTaHOBUTH JIOCTYI K cuety. [IpuBs3anHbIil TenedoH MOMOXKET, €CIii 3a0yeIb CBOM
IJIATEKHBIN IAPOJIb UM 3alEIIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnionb3yit ogHOpasoBsie mapoiu. [Tocne mepexona Ha yCHIIEHHYIO aBTOPU3ALIUIO TeOe yKe
He OyZIeT yrpoXkaTh OMacCHOCTh KPayku MJIM NepeXBaTa MIIATeKHOI0 Napois;

3. BeiOepu cnokHbIii naposb. [IpectynHukaM OyaeT He TPOCTO yraJaTh CIOKHBIN MapoJb.
Hanexnbie maposin — 3T0 mapoJju, KOTOPBIE COIEpKAT HE MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U TPOIUCHBIE OYKBBI, HHU(PPHI 1 HECKOIbKO CHMBOJIOB, TAKHE KaK 3HAK JI0JUIapa,
(yHTa, BOCKIMIIATENbHBIN 3HaK U T.11. Hammpumep, StROng!;;

4. He BBOAM CBOM JIMYHBIE TaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPsCIIb.

DneKTpoHHAas IOHTA

DNeKTpOHHAs 110YTa — 3TO TEXHOJIOTHSI U IPEIOCTABIIIEMBIE €0 YCIIYTH IO MEPECHIIKE U
MTOJIYYCHHIO AJIEKTPOHHBIX COOOIIEHU, KOTOPBIE PACIIPEALCISIIOTCS B KOMITBIOTEPHOU CETH.
OOBIYHO >NTEKTPOHHBIN MOYTOBBIN MUK BRITISIINAT CIETYIOMUM 00pa3oM:
UMsl_TIOJNB30BaTeNsI(@uUMs_foMeHa. Takke KpoMe mepeiayu MpocToro TeKCTa, HMEeeTCs

BO3MOKHOCTH IepeaBath (haiuibl.

OcCHOBHBIE COBETHI 110 0e30MacHOi paboTe ¢ 3MEKTPOHHON MOYTOM:



1. Hayto BeIOpaTh paBUIIBHBIN MTOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPpOMHBIN BHIOOD
OeCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIYUIIIE TOBEPSATH TEM, KOTO 3HACIIb U KTO MEPBHI B
pEUTHHTE;

2. He yka3piBali B IMUHOM MmouTe JMYHYIO HHpopManuio. Hanmpumep, sydiine BoIOpaTh
«My3bIKaJdbHbIN  (paHaT@» mwim «pok2013» Bmecto «remal3»;

3. Mcronp3yii NBYX3TaHYIO aBTOPU3AIHIO. DTO KOT'/1a TOMUMO Mapoiis HYy>KHO BBOJIUTH KO,
npuchlIaemMsblii mo SMS;

4. BeiOepu CIIOXKHBIN Maposib. JlJ1sl KaX0ro MOYTOBOTO SIIUKA JOJHKEH ObITh CBOM HaJCKHBIM,
YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Eciin ecTh BO3MOYXKHOCTh HaIllMCaTh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIIOIB3YH ATY
BO3MO>KHOCTB;

6. I/ICHOHBSyﬁ HCCKOJIBKO ITOYTOBBIX AIIMKOB. HepBbIﬁ JIJISL YaCTHOM MEPCIIMCKU C aJipeCaTaMu,
KOTOPbIM Thl JOBCPACUID. 3T10 SHGKTpOHHHﬁ aJI[p€C HC HAAO UCIT0JIb30BAaTh IIPHU PEruCTpaliu Ha

dbopymax u caiitax;

7. He oTkpsiBaii (haitsibl 1 1pyrue BIOKEHUS B MHCbMaX JaXKe €CIM OHU MPULILTU OT TBOUX
apy3ei. Jlyurie yTouHM y HUX, OTIIPABIIAIM JIM OHU TeOe 3TU (aiiibl;

8. ITociie okoHUaHUs PabOTHI HA TOYTOBOM CEPBHUCE IEPEJT 3aKPHITHEM BKJIAKU C CAUHTOM HE
3a0yabp HAXKATh Ha «BBIATHY.

KubepOymnuHr nim BUPTyaJlbHOE H3/1€BATEIILCTBO

KubepOymmHr — npecienoBaHue COOOICHUSIMH, COASPKAIMUME OCKOPOICHHS, arpeccHIo,
3allyTMBaHME; XyJIUTaHCTBO; COLIMAJIIEHOE OOMKOTHPOBAHUE € IIOMOIIBIO Pa3INYHbIX HHTEPHET -
CEpBHCOB.

OcHOBHBIE COBETHI 110 00prOE ¢ KHOEePOYIITMHTOM:

1. He 6pocatics B 60ii. JIydmmii cioco0: MOCOBETOBATLCS KaK ce0st BECTH M, €CIIU HET TOTr0, K
KOMY MOKHO OOpaTUThCS, TO BHaYalle YCIOKOUThCsA. Eciin Thl HAUHENIh OTBEYATh
OCKOPOJIEHUSIMU HAa OCKOPOJIEHUS, TO TOJBKO €Ilie O0bIlie Pa30XkKellb KOH(IIUKT;

2. YipaBisiidi cBoel kubepperyraiuei;

3. AHOHUMHOCTb B ceTl MHUMasl. CyIIeCTBYIOT CIOCOOBI BBISICHUTb, KTO CTOUT 3a aHOHUMHbBIM
AKKayHTOM;

4. He cTouT BecTu XyJaurainckuid o0pas BUpTyasabHOM >ku3HU. IHTEepHET (puKCcHUpyeT Bce TBOU
NEUCTBUS U COXPAHSET UX. Y AAIUTh UX OyAeT KpaliHe 3aTPyAHUTEIbHO;

5. Coburo1aii CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit ennHnuHbIi Heratus. OAHOPa30Bble OCKOPOUTENIBHBIE COOOIIIEHUS JTyUllle
urHopuposatb. OOBIYHO arpeccusi MpeKkpallaeTcs Ha HauyajabHON CTaluu;



7. ban arpeccopa. B nporpamMmmax o0MeHa MTHOBEHHBIMU COOOIIIEHUSMH, B COLIMAJIbHBIX CETAX
€CTh BO3MOXKHOCTb OJIOKUPOBKH OTIIPAaBKH COOOLIEHUH C ONpPEIEIEHHBIX aJPECOB;

8. Eciu ThI cBHeTE b KHOEpOy UIMHTa. TBOM ICHCTBHS: BBICTYIIMTD IIPOTHB IIPECIeI0BATENS,
[IOKa3aTh €MY, YTO €r0 JCHCTBHS OIEHUBAIOTCS HEraTUBHO, MOIIEPIKATh )KEPTBY, KOTOPOM
HY)KHA TICHXOJIOTHYECKasi ITIOMOIIb, COOOIIUTH B3POCIIBIM O (DAaKTE arpeCCUBHOTO MOBEICHUS B
CeTH.

MoOuJIbHBIH TenepoH

CoBpeMeHHbIe cMapT(HOHBI U TJIAHIIETHI COIEPXKAT B ceOe BITOJHE B3POCIIBIN (PYHKIIMOHA, U
TEeTepb OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMHU KOMITbIOTepaMu. OJTHAKO, CPE/ICTB
3aIUTHI IS TOJOOHBIX YCTPOMCTB MTOKA OYEHb MaJI0. TeCTHpOBaHUE U TIOUCK YSI3BUMOCTEH B
HUX MIPOUCXOINUT HE TaK MHTEHCUBHO, Kak Juis [1K, To e camoe kacaeTcss 1 MOOMITBHBIX

TIPUITOAKEHU.

CoBpeMeHHbIE MOOMIIBHBIE Opay3€ephl YK€ IPaKTUYECKU JOrHAJIM HACTOJIbHBIE aHAJIOTH, OJJHAKO
pacimpenre (pyHKIMOHAIA BIeYEeT 3a COOON OOJIBIIYIO CI0KHOCTh M MEHBIIYIO 3aIUILEHHOCTb.

Jlaneko He BCe MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUCCKUE
YSA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OCHOBHBIC COBETHI JIJIsI 0€3011aCHOCTH MOOUIBLHOTO TenedoHa:

1. Huuero He siBIsieTcs mo-HacrosimeMy OecratHeiM. bynb ocTopoken, Beab Koraa tede
MpeyaralT OecnIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO ILIATHBIEC YCIIYTH;

2. Aymaii, npexxae 4yem oTnpaButs SMS, ¢oTo unm Buzeo. Thl TOUHO 3HAEIIb, T/Ie OHU OYIyT B
KOHEYHOM HUTOre?

3. HeoOxoauMo OOHOBJISTH ONEPaMOHHYIO CHCTEMY TBOET'0 CMapT(OHa;
4. Vcnonb3yil aHTUBHPYCHBIE IPOrPaMMBbI 1711 MOOMIIBHBIX TEJIE(POHOB;

5. He 3arpy>1<a171 MPHIIOKCHHA OT HCU3BECTHOI'O UCTOYHUKA, BEAb OHU MOI'YT COACPIKATDH
BpP€AOHOCHOC IMTPOrpaMMHOC o6ecnequI/Ie;

6. ITocne Toro kak Thl BBIIICIIb C CaiiTa, IJ1€ BBOAMI JIUUHYIO HUH(POPMAIIHIO, 3aii11 B HACTPOUKHU
Opay3epa u ynanu cookies;

7. Ileppoauyecku NpoBeEPsN Kakue IUIATHBIE YCIYTH aKTUBUPOBAHbl HA TBOEM HOMEPE;

8. JlaBaii cBOii HOMEp MOOHMJIBHOT'O TeJie)OHa TOJBKO JIFOJISIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpSICILIb;

9. Bluetooth momkeH ObITh BBIKJIIOYEH, KOT/Ia Thl UM HE IOJb3yelibes. He 3a0biBaii nHOT 1A
MIPOBEPSTH ITO.

Online urpst

CoBpeMeHHbIe OHJIAWH-UTPHI - 3TO KPACOUHbIE, 3aXBATHIBAIOIINE Pa3BJICUCHUS, 00 beAUHSIONINE
COTHH THICSY YEJIOBEK MO BCeMy MUPY. ITpoKH HcCenyoT JaHHbI UM MUD, OOIIAIOTCS APYT C



APYroM, BBIIIOJHAKOT 3aAaHuA, CPpAXATCA ¢ MOHCTpAMH U I10JIY4YarOT OIIBIT. 3a YAOBOJIBCTBHUC
OHU IUIATAT: IMOKYIAaOT JUCK, OIIJIAYMBAIOT a0OHEMEHT WU npn06peTa10T KaKHC-TO OIIIHH.

Bce aTu cpenctBa uayT Ha MOAAEP)KaHUE U Pa3BUTHE UTPHL,  TAK)KE HA caMy O€30MMacHOCTb:
COBEPIICHCTBYIOTCSI CHCTEMBI aBTOPH3AIIMH, BHIITYCKAIOTCSI HOBBIE MaT4H (I{U(PPOBBIE 3AITATKH

JUIS IPOTPaMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mo100HBIX UTpaX CTOUT OMacaThbCs He CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPaski TBOETO
MapoJist, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUU OOIBIINHCTBA UTP.

OCHOBHEBIE COBETHI IO 0€30I1aCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecin npyroit urpok Beaer ceds MI0X0 WK CO3/1aeT Tebe HeNPUATHOCTH, 3a0J0KUpYH ero B
CIHCKE UTPOKOB;

2. Iloxamy¥ica agMUHUACTPATOPAaM UIPBI HA TUI0XOE€ ITOBEJEHUE HTOI 0 UTPOKA, JKEJIATEIIbHO
IIPUJIOKUTH KaKHUe-TO JO0KAa3aTENbCTBA B BUJE CKPUHOB;

3. He yka3biBaii 1MuHy0 HH(pOpMAIHIO B Ipodaiiie urpsl,
4. YBaxail Ipyrux y4acTHUKOB I10 UIPE;

5. He ycTanaBnuBail HeopuIMaIbHbIE TATYH U MOJIBI;

6. Mcronb3yil CJI0KHBIE U pa3HbIE MapoJi;

7. 1axxe BO BpeMs UTpbI HE CTOUT OTKJIFOYATh aHTUBUpPYC. [10Ka ThI Urpaenis, TBOW KOMIBIOTEP
MOT'YT 3apa3HTh.

OummHT 1M Kpaka JIMYHBIX JaHHBIX

OOBbIuHOM KpaXkel JeHEeT U JOKYMEHTOB CEro/lHs y>K€ HUKOTO He yIUBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3J10YMBIIUIEHHUKH IEPEMECTUIINCH B UHTEPHET, U MPOAODKAIOT
3aHUMATbhCS «ITFOOUMBIM» JIEJIOM.

Tak nosiBHIIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WU (PUIIMHT, TJIABHAS 1I€1b KOTOPOTO
COCTOUT B IOJy4€HUHU KOH(HUAECHIIMATBHBIX JAHHBIX MOJb30BaTeNel — JOrMHOB U naposeii. Ha
aHTJIMICKOM si3bIKe phishing untaercs kak gummunr (ot fishing — peiOHas oI, password —
1apoJib).

OcHOBHBIE COBETHI IO 0OPBOE ¢ PUITUHTOM:

1. Cnienu 3a cBoMM akKkayHTOM. Eciii ThI Moo3peBaeiiib, 4TO TBOSI aHKeTa Oblla B3JIOMaHa, TO
HE00X0MMO 3a0JI0KMpPOBATh €€ U COOOLIUTH aIMUHUCTPAaTOpaM pecypca 00 3TOM KaK MOXKHO
CKOpee;

2. Ucnionw3ayit 6e3omacHbie B€O-CaiiThl, B TOM YK CIIE, HHTEPHET-Mara3unHOB M MIOMCKOBBIX CHCTEM;

3. Ucmonp3yii crnokHbIe U pa3Hble mapoid. Takum o0pa3oM, eciu TeOst B3IOMAIOT, TO
3N0YMBIIUICHHUKH MTOJTydaT JOCTYI TOJIBKO K OTHOMY TBOEMY MPO(HUITIO B CETH, a HE KO BCEM;



4. Ecnu Tebs B310Mau, TO HEOOXOUMO PENYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
00aBIIEHBI Y TE€OS B APY3bsSiX, O TOM, UYTO T€OS B3JIOMAJH M, BO3MOXKHO, OT TBOETO UMEHH OyAeT
pacchlIaThCA CliaM U CChUIKU Ha (DUITUHTOBBIC CANTHI;

5. YcranoBu HaaexHbii napoib (PIN) Ha MOOMIBHBIN TenedoH;
6. OTkIII0OUM COXpaHEHUE Mapoist B Opaysepe;

7. He oTkpbIBail ¢aitasl u Apyrue BJIOKEHHUS B MIUCbMaX Ja)e €CIIM OHU MPHIIIIH OT TBOUX
npy3eit. Jlydmie yTouH# y HUX, OTIPABIISUIIN JIM OHU TeOe ATH (halJIbl.

[udposas pernyranus

[Mudposas pernytanus - 3T0 HEraTUBHAs WM TTO3UTUBHAS HH(OpPMAIIHS B CETH O Tebe.
Kommnpomerupyromas nHopmanyst pasMemieHHast B HHTEPHETE MOXKET Cepbe3HBIM 00pa3oM
OTpa3UTbCs Ha TBOEH peanbHOH xu3HU. «LludpoBas penyrauus» - 3T0 TBOH UMUK, KOTOPBIN
dhopmupyetcst u3 uHGopMaIuu o Te0e B UHTEPHETE.

TBoe MecTo kuTENBCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHHUE, OCOOCHHOCTH XapaKTepa U
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIIUBACTCS B CETH.

MHorue noapoCTKU JErKOMBICICHHO OTHOCATCA K MyOIMKalMU JIMYHONH MH(POPMALIUH B
I/IHTCpHCTe, HE ITIOHUMasA BO3MOKHBIX HOCJIGI[CTBI/Iﬁ. Twr JaXe€ HEC CMOXKCIIb aoragarbcsa O TOM,
yT0 (oTorpadus, pazMellieHHas 5 JeT Hazaj, craja MPUYMHON OTKa3a NPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienre TBoux pororpaduii u Apyrue AeicTBUS MOTYT HE UCUE3HYTh JaKe
MIOCJI€ TOTO, KaK Thl UX YJAIHIIb. Tl HE 3HACIIH, KTO COXPAaHMWII ATy WH(POPMAIIHIO, IoTaja JId
OHa B IIOMCKOBbIE CUCTEMBI U COXPAaHUJIACh JIU OHA, a TJIaBHOE: YTO MOAYMAIOT O Tebe
OKpYKarolee JIN, KOTOPbIe HAMAYT U YBUAAT 3T0. HaiiTi nHpopMannio MHOTO JIET CITyCTS
CMOXET JIF000H - KaK U3 JOOPBIX MOOYXKACHUH, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bpel. DTO
MOXET OBITh KTO YT'OJIHO.

OCHOBHBIE COBETHI I10 3aIIuTe UPPOBOIl penyTanuu:

1. I[Tonymaii, mpexae yeM 4To-To MyOIMKOBaTh U NIEpeaaBaTh y ceOst B 0J10r€ UM B COLIMAJIBHOM
cery;

2. B HacTpoiikax npo¢uiis yCTaHOBU OrpaHUYEHMsI HA IPOCMOTP TBOEr0 MPOQUIIsL U €ero
COAEPKUMOr0, CACIAN €T0 TONBKO «IJI APY3€eH»;

3. He pa3Menaii u He yka3biBaii HH()OpPMaIIHIO, KOTOpasik MOXKET KOro-11u00 OCKOPOJIATh UK
00MXKaTh.

ABTOpCKOE MTpaBo
CoBpemMeHHbIe MKOJIbHUKN- aKTUBHBIE TTOJIb30BATEIHN UGPOBOro mpocTpancTa. OIHAKO
JIaJIeKO He BCE 3HAIOT, YTO MOJIb30BaHUE MHOTMMH BO3MOXKHOCTSIMU IIU(PPOBOTO MUpa TpedyeT

COOJTIOICHUS TTPaB HAa MHTEIJICKTYaIbHYI0 COOCTB €HHOCTb.

TepMHUH «MHTEIEKTyaJIbHasi COOCTBEHHOCTh)» OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HAUMHAs C HOBBIX H300pETEHUH U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh



Ha MPOJYKTHI M YCIAYTH , U 3aKaHYUBas KHUTaMH, GoTorpadusiMu, KHHOPHUIBMAMH U
MY3bIKaJIbHBIMH TTPOU3BEICHUSMU.

ABTOpCKHE TIpaBa - 9TO IIpaBa Ha HHTEJUIEKTYalbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS HAYKH,
JUTEPaTyphl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B KAUECTBE rapaHTUU TOTr'0, YTO
UHTEJUIEKTYaJIbHBINA/TBOPYECKUN TPYA aBTOpa HE OyAeT HallpacHbIM, JaCT €My CIIpaBe B ble
BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro Tpy/ia, HOJYyIUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro Ge3 pazperieHus aBTopa He MOKET BOCIPOU3BOAUTH €r0 MPOU3BEIEHUE, PACIPOCTPAHSTD,
myOJIMYHO JIEMOHCTPUPOBATh, IPOJIaBaTh, UMIOPTUPOBATH, ITyCKATh B IIPOKAT, ITyOJINYHO
UCTIOJIHSATH, TOKa3bIBaTh/UCIOIHATE B 3(upe nin pa3meniats B IHTepHeTe.

Hcnonp3oBaHue «UpaTCKOro» MporpaMMHOI0 o0ecredeHns MOXKeT IPUBECTH K MHOTUM
pHCKaM: OT OTEPHU NAHHBIX K TBOMM aKKayHTaM J10 OJIOKHPOBKH TBOET'O yCTPOWCTBA, TIe
YCTaHOBJICHHBIN He JieranbHas mporpamma. He cTouT Takxke 3a0bIBaTh, 4TO CYIIECTBYET
JerajbHble U O€CIUIaTHBIE IPOrPaMMBbl, KOTOPbIE MOXHO HAMTH B CETH.

O noprasne
CeteBU4OK.pd - TBOM IIaBHBIA COBETUUK B CETH. 37€Ch Thl MOXKEIIb Y3HATH O 0€30MaCHOCTH B
CETU MOHSTHBIM U JJOCTYITHBIM SI3bIKOM, @ TPH BOSHUKHOBEHUU KPUTUYECKOHN CUTyallun

00paTHUTBhCA 32 COBETOM. A TaKKe IPUHATh y4acTHe B KOHKYPCAaX U CTaTh CaMbIM LIU(POBHIM
rpaKJaHUHOM!

[Tucemo Muno6puayku Poccun ot 14.05.2018 Ne 08-1184 "O nampapienuu uHpopmanun"
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